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Patient Rights: HIPAA, Privacy, Confidentiality, and Nursing Advocacy
The Health Insurance Portability and Accountability Act of 1996 (Public Law 104-191) was also enacted, aiming to keep patients' medical information private and secure (Tariq & Hackert, 2023). There are two rules in HIPAA. The Privacy Rule discusses the way in which the protected health information (PHI) can be used and disclosed, whereas the Security Rule sets standards of electronic PHI (ePHI) protection at the national level in terms of administrative, physical, and technical aspects (Shojaei et al., 2024, pg 3). PHI is considered any label that connects health information to a particular person, such as names, addresses, dates of birth, and numbers of medical records. The third element is the Breach Notification Rule, which requires covered entities to inform the impacted patients, the Secretary of Health and Human Services (HHS), and, in other instances, the media that a breach has been suffered and the unsecured PHI (Shojaei et al., 2024 p. 3). These rules are combined to provide an in-depth system of protocols that ensure patient respect and facilitate the sharing of health information to allow proper treatment, payment, and operations.
Facility Policies and Directing Patients to Privacy Resources
Texas Health Resources implements HIPAA by its Notice of Privacy Practices (NPP), a statement that explains the use of PHI, the rights of the patients, and how to make a complaint. As a nurse, I would refer patients to the printed NPP, which is found at all Texas Health Entities and at the website, texashealth.org (Texas Health Resources, 2025). To obtain further details, patients can enter the HHS consumer portal at the address hhs.gov/hipaa/for-individuals, which not only provides the description of the HIPAA rights but also displays the HIPAA rights in plain language (HHSGov, 2026). Patients who desire to have their medical records can call the Release of Information Department at 1-855-681-8243, or they can use the MyChart patient portal. Offering access to many points will guarantee that patients, even those with different health literacy and technology access, can exercise their rights.
Nursing Advocacy for Confidentiality
Nurses are in a leadership position to defend patient privacy. Examples of best practices are holding patient discussions in closed facilities, placing computer monitors out of public view, leaving workstations when not involved, and avoiding the discussion of PHI in open facilities, such as cafeterias or elevators. Nurses are advised to seek verbal consent and record it prior to informing the relatives about the information. Patient advocacy also includes informing patients of their HIPAA rights, such as the right to review their records, seek amendments, and limit certain disclosures (Lindsey et al., 2025, p.279). Nurses would support a culture of compliance throughout the care team by demonstrating privacy-related behavior and kindly redirecting peers who misuse PHI (Flores and Moy, 2024).
HIPAA Violations Consequences
There are severe repercussions to HIPAA violations both institutionally and personally. For hospitals, civil penalties will range between $100 and 50,000 per violation, which varies depending on the level of culpability, with an annual limit of $1.9 million in its various classes of violation (Moore and Frye, 2020, p. 19). Considered willful violations are subject to criminal prosecution with fines up to 250,000 and a jail term of up to 10 years. The HHS Office for Civil Rights (OCR) makes all violations publicly available, which has a long-term negative reputation. The institutions can also be denied a part in Medicare and Medicaid.
To individuals in the nursing profession, breach of HIPAA could lead to dismissal, disciplinary measures by the state board of nursing, and suspension or revocation of license (Moore and Frye, 2020, p. 20). Since nurses are personally liable, employer policies cannot protect them against prosecution. For example, a nurse who sent a patient's diagnosis of his sexual infection to the wrong persons was found individually responsible even though he argued that he was doing it personally (Moore and Frye, 2020, p. 21), emphasizing the importance of considering all PHI as highly confidential information that should be shared via authorized means.
Conclusion
HIPAA provides both ethical and legal frameworks in protecting patient privacy in American health care. In the context of nurses, it is imperative to be familiar with this law, adhere to policies, nurse-advocacy, and understand the outcomes and violations. Maintaining secrecy is respect and not merely law.
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